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Public key cryptography

Encryption

Alice A Bob B

Public pk, Message m Secret sk

c = Encrypt(pk,m)

Encryption

A transmits confidential message to B.
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Public key cryptography

Signature

Alice A Bob B

Secret sk, Message m Public pk

σ = Sign(sk,m)

Encryption

A transmits confidential message to B.

Signature

Assert that the message is written by A.
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An example of advanced construction

Blind Signature

Alice A Bob B

Public pk, Message m Secret skµ = Blind(m)

σ = Sign(sk, µ)
= BlindSign(sk,m)

Security

B does not gain information about m and A.

A will never be able to sign his message.

Applications

eCash, anonymous token, credentials.
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An example of advanced construction

Blind Signature

Alice A Bob B

Public pk, Message m Secret skµ = Blind(m)

σ = Sign(sk, µ)
= BlindSign(sk,m)

But not only

• Advanced Signatures: Group Signature, Threshold Signature, . . .

• Advanced Encryptions: FHE, ABE, (H)IBE, . . .

• Independent primitives: Commitment schemes and derivated, . . . 2/9



Security of cryptographic schemes

Successfully attacking a system is reduced to solving a difficult instance of a
problem

Previously, based on classical assumptions:

Factorisation Discrete logarithm

Shor Algorithm [Sho94]

Quantum algorithm that solves both problems in polynomial time.
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Security of cryptographic schemes

Successfully attacking a system is reduced to solving a difficult instance of a
problem

Nowadays, NIST competition to establish first post-quantum standards (2017-2024):

3 lattice-based 1 code-based 1 hash-based

Why lattice-based cryptography?

Hard lattice problems Efficiency Advanced schemes
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Lattices and fundamental problems

Lattice

Λ(B) = {Pn
i=1 xibi, xi ∈ Z}, where B = (bi)1≤i≤n contains linearly independent

vectors, basis of Λ(B). The basis is not unique.

b1

b2

b′1

b′2
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Lattices and fundamental problems

Shortest Vector Problem (SVP)

Input: A lattice Λ(B) of dimension n.
Output: Find the shortest (non-zero) vector x ∈ Λ(B)(denote λ1(Λ(B)) := ∥x∥).

λ1
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Lattices and fundamental problems

Approximate Shortest Vector Problem (ApproxSVPγ)

Input: A lattice Λ(B) of dimension n.
Output: Find a non-zero vector x ∈ Λ(B) such that ∥x∥ ≤ γλ1(Λ(B)).

≤ γλ1
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Lattices and fundamental problems

Approximate Closest Vector Problem (ApproxCVPγ)

Input: A lattice Λ(B) of dimension n, and a target t ∈ Rm

Output: Find the (approximate) closest point in Λ(B) of t.

tBx
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Standard lattice assumptions
Learning With Errors (LWE) by [Reg05; Reg09]:

One of the problem that gave rise to lattice-based cryptography

• Solve the linear equation system with some error/noise:

s1 + 14s2 + 20s3 + 15s4 + 15s5 ≈ 9 mod 29

14s1 + 5s2 + 4s3 + 15s4 + 15s5 ≈ 20 mod 29

20s1 + 5s2 + 1s3 + 21s4 + 15s5 ≈ 19 mod 29

19s1 + 20s2 + 1s3 + 21s4 + 15s5 ≈ 13 mod 29

5s1 + 21s2 + 18s3 + 4s4 + 15s5 ≈ 1 mod 29

5s1 + 16s2 + 5s3 + 20s4 + 15s5 ≈ 12 mod 29
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Standard lattice assumptions
Learning With Errors (LWE) by [Reg05; Reg09]:

Environment: Zq := Z/qZ for a prime q, m ≥ n,

Public parameters: Am

n

← U(Zm×n
q )

Private information: sn ← U(Zn
q )

em ← Dm
Z,αq

Input : A , A
s

+ e

Dec
isio

n Search

Find

Distinguish
the input from
U(Zm×n

q × Zm
q )

s
reductions
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Standard lattice assumptions
Short Integer Solution (SIS) by [Ajt96]:

Environment: Zq := Z/qZ for a prime q, m ≥ n,

Public parameters: An

m

$←− U(Zn×m
q ) Input : A

Find : s ∈ Zm
q of small norm ∥s∥ ≤ β

Asuch that:
s

= 0
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Standard lattice assumptions
Reduction wtih fundamental lattice problems:

SIS can be seen as ApproxSVP over lattices of the form

Λ⊥
q (A) = {x ∈ Zm : Ax = 0 mod q}

LWE can be seen as CVP over lattices of the form

Λq(A) = {As mod q for s ∈ Zn}

A
s
= 0

A
s
+ eLWE:

SIS:

GOAL: find s

Enable lattice-based cryptographic constructions but lack of efficiency.
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Motivation

It is possible to have lattice-based cryptography.

Reduction to Hard-lattice problems Existing fondations for constructions

But the standard assumptions are not efficient enough to handle practical use:

Designers conjectures relaxed versions of the standard assumptions.

Recently, there are dozens of unproven variants. We are facing problems:

No classification No links between variants More or less cryptanalysis
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Relaxed lattice-based assumptions

Structured-based relaxations

LWE/SIS over specific instances.

• (e.g. : structuration),

• Practical primitives,

• Efficient advanced construction.

Hint-based relaxations

LWE/SIS + additional information.
The Challenger knows a useful
information about the problem.

• Efficient advanced construction,

• Non-black box cryptography
(include side-channel information)
see Emeline’s Talk,

• Prioritisation of side-channel
protection (efficiency gain).
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Hint-based lattice relaxations
1. Internal information: Hints are information about the secret

One example: Hint-LWE [Kim+23]

LWE +

A
s
= 0

A
s
+ eLWE:

SIS:

GOAL: find s

Hs He

s

e
+ e′ for e′ ← Dσe′

Hint-LWE ⇐⇒ LWE when s, e, e′ follow Discrete gaussians Dσi
.

Allows to transmit linear noisy information [HSS24; ENP24; Ogi25; Dod+25; DR25]D
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Hint-based lattice relaxations
2. Solutions: Hints are solutions of the problem

One example: k-SIS [BF11]

Input: A and k SIS distincts solutions si.
GOAL: Find another solution not in Q-span(si).

A
s
= 0

A
s
+ eLWE:

SIS:

GOAL: find s

k-SIS is reduced to SIS

• Ensure the unforgeability security of advanced signatures such as blind
signatures [Bou+20; BF11; Alb+22; Lin+14],

• Analogous to One-More assumptions: [Agr+22; FNR25; ZT25; EKT24].
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Hint-based lattice relaxations
3. Extra information: Hints are information about the overall problem

One example: BASIS family [WW23]

Input: A and a good basis B of Λ(B) dependant of A.
GOAL: Find a SIS solution.

A
s
= 0

A
s
+ eLWE:

SIS:

GOAL: find s

Useful instances of BASIS are not reduced to standard problem

• The problem can easily become trivial (careful choice of B),

• The assumption is used when constructing advanced commitments schemes
and iO [WW23; Wee25; WW25; FMN23].
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Conclusion

Lattice-based advanced primitives do not have practical security (yet).

The natural idea is to based the security of constructions over relaxed assumptions.

Instance-based assumption Hint-based assumption

There are different class of hint-based assumptions with different usecases:

Internal information Solutions Extra information

What are the open problems in the area?

Cryptanalysis Reductions Exploit existing assumptions
rather than create new ones 9/9


