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Transmitting without revealing

Rejection Sampling (Lyubashevsky 09):

GOAL: Artificially controlling output distribution of the responses resp(s, c).
1. Prover aborts and restarts the entire protocol when resp(s, ¢) leaks info about s

2. Verifier sees a publicly known distribution from its point of view.

7<\ I:l Accept
\ D Reject and resample,

. Scaled distribution.
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Transmitting without revealing

Rejection Sampling (Lyubashevsky 09):

GOAL: Artificially controlling output distribution of the responses resp(s, c).
1. Prover aborts and restarts the entire protocol when resp(s, ¢) leaks info about s

2. Verifier sees a publicly known distribution from its point of view.

Problems

1. Non constant time as the prover can’t predict the rejection,

2. Secure in black box, but must involve costly masking to protect it from SCA.
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A Commit-and-prove framework of proof secure based on rejection sampling.
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| Relations f over s ]

® Linear relation,

® Quadratic relation,

® Automorphism o_ 1
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A Commit-and-prove framework of proof secure based on rejection sampling.
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Zero-Knowledge
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A Commit-and-prove framework of proof rejection-free secure over Hint-MLWE.
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f(s) =0+ f(8) =0
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Conclusion

¢ A rejection-free alternative to prove computable relations,
e Without restriction to norm-bounded secret but not extendable to norm relations,

e Implementation usable (as an addon) of the LaZer library from [LSS24]:

Protocol ~ Phase (p~260 m =12) (p=~ 2% m =120)

[LNP22] 324.22 4462.29
Prove
Ours 59.45 3961.24
[LNP22] . 18.54 1629.12
Verify
Ours 41.74 3624.34

Mean times (in million cycles), with p the moduli and m the size of the secret.

Lyubashevsky, Nguyen, and Plangon, 2022

[LNP22] Lattice-Based Zero-Knowledge Proofs and Applications: Shorter, Simpler, and More General;
Lyubashevsky, Seiler, and Steuer, 2024

[LSS24] The LaZer Library: Lattice-Based Zero Knowledge and Succinct Proofs for Quantum-Safe Privacy;
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e Without restriction to norm-bounded secret but not extendable to norm relations,

* Implementation usable (as an addon) of the LaZer library from [LSS24]:
(p ~ 280 m = 120)

Phase (p~ 250 m = 12)

Protocol
[LNP22] 324.22 4462.29
Prove
Ours 59.45 3961.24
[LNP22] Verify 18.54 1629.12 Verifying ph:se
at most X
Ours 41.74 3624.34

Mean times (in million cycles), with p the moduli and m the size of the secret.
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